Nordeo’)

Unitel EDI

Technical requirements as to the EDI security and transport modules

Equipment

Platform

Internet connection

Data security

Java compatible platform

e CD-ROM drive for installation of Nordea software

e  Free harddisk space (the program takes up about 50MB)
e Java Runtime Environment, version 1.4.2

e Internet connection: See below.

PC (NT, 2000 and XP)
e Unix (AlX and SUN SOLARIS)
e AS/400 (OS/400, version 5.3 or later).

Line

e  Subscription at internet service provider (ISP), such as ordinary telephone line,
ISDN or ADSL

e Configuration as Network via modem or Internet via LAN.

Firewall

e Open for secure Telnet traffic on port 60060

e Open for HTTPS traffic on port 443

e  Possible restriction to Nordea’s IP address 62.13.0.7.

User data security, data encryption keys and host login

e  User data, data encryption keys and host login are stored in encrypted database
files, which are created when the EDI security and transport modules are
installed.
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